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Na, Chongmin.2022. Proactive Crime Prevention through Problem-Oriented
Governance: A Case Study of South Korea's Recent Efforts to Tackle New
Types of Fraud. Policing: A journal of Policy and Practice.(Forthcoming).

Enhancing Hardening Enhancing
Capable Guardianship Crime Targets Capable Guardianship

Preventing Wire-
Detecting/Filtering Sharing Recent
with Al & ML

Algorithms Threat Methods

= Install illegal
- P 5 . ception
Relay rograms/Apps Deceptio Transfer Victim's Report

Phone calls

- Tewts SIMBOX
- SNS messages Station

Malicious Links

- Obtain Personal - Threat - Hand over
Information in Person

- Bank (ATM,
Personal Devices of \

CT Companies o Victims
ICT Companies Potential Victims -

Illegal Call Centers

(Foreign Countries)
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<Police>
Crime reporting via <Financial Supervisory Service=
[similarto 911 in the W.5.) Consultation with victims via 1332
Direct accusation to the Recovery of financial loss
investigation division https://phishing-keeper.
Intelligence-based (fraudulent bank accour
Investigation

<Private Sectors> )
Collecting online fraud cases Consolidated
- The CHEAT: private fraud
crimes reporting site
- Jiranjikyo : listing malicious
[P

<Korea Internet & Security Agency>
Database - Suspicious IP/URL, Apps

o) - wwwhboho.orkr
: (ilegal phishing & smishing sit

<|CT companies>
Suspi s phone numbers
Suspicious IPfURL, Apps
Suspicious SimBox

<Bank>
Suspicious bank accounts
Suspicious transactions

<Police>
Identifying similar patterns
reported previously
Tracking down the entire
crime organization after
comprehensive and
systematic network analysis

Timely disseminating typical
modes of deception to potential

<Private Sectors>
Timely disseminating

Consolidated
typical modes of deception Database
Suspicious phone numbers, Pre-p Mg
IPfURL, Apps t

<Korea Internet & urity Agency>
Realtime posting of suspicious
IP/URL, Apps

<|CT companies> <Bank=>
Blocking suspicious IP/URL - Suspending transaction &
& phone numbers with withdrawal for suspic
Warning messages - Identifying suspicious transactions
Disabling suspicious Apps & withdrawal
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